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OT cybersecurity as a service

Improve your OT security, reinforce reliability and streamline 
your asset management.



FEATURES
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OT cybersecurity as a service

24/7 detection, response and recovery

Simple activation

A clear picture of your assets

Network monitoring

Continuous vulnerability scanning

Risk management and compliance

One high-performing SLA

Modifications and scaling
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Integrated OT cybersecurity service

Do the available cybersecurity operations center 
(CSOC) services fall short of your require ments for 
industrial automation? Netcontrol has expanded 
its managed services into OT‑CSOC. 

Our Netcon DOME service gives your organiza tion 
a better visibility into the cyber security of your 
industrial automation system while integrating with 
your existing IT‑based incident‑response processes.

MONITORING, DETECTION AND RESPONSE

Netcon DOME monitors your OT environment, 
detects cybersecurity deviations and responds 
to them according to your specific SLA 
with Netcontrol. The service also includes 
monthly reports and meetings to help you with 
cybersecurity monitoring and management. 

Once activated, DOME gives you a clear view of 
all the monitored assets in your OT system.

CONTINUOUS SCANNING AND 
24/7 CYBERSECURITY CENTER SERVICE

The main task of DOME is to continuously scan 
your system for vulnerabilities and security 

incidents. Upon detecting one, it alerts the experts 
working at our cybersecurity center – no matter 
what the time or day.

Our experts are trained to understand both the 
security tech nology used and your specific OT 
environment. Having investigated the problem, they 
will inform your contact person about the situation 
and, in critical cases, about the corrective actions 
needed. Thus the problem can be resolved.

The idea is for DOME to be integrated with your 
existing incident-response workflow as far as 
possible, not to build parallel procedures.

Fast response

We guarantee a 1-hour response time, from 
detection to assessment. For high-risk issues, 
however, we will deliver you a detailed report 
with recommended actions within 2 hours.
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One high‑performing SLA  
to guard your cybersecurity

Certified cybersecurity center within the EU

Netcontrol has the ISO 27001 certification for 
information security. Our cybersecurity center 
is located within the European Union.

SERVICE LEVELS AND PRICING

The DOME pricing is according to the service level 
and the scope of your monitored OT system:

• At the Base 24/7 and Base 8/5 levels, pricing 
is based on the number of monitored nodes 
(IP addresses).

• DOME Extended is priced according to the 
number of application-based sensor installations 
(operating systems).

• DOME Advanced pricing is based on the 
number of monitored subnetworks. In addition, 
an initial fee will be charged for the HW.

This pricing model makes it easy to modify your 
service level and to scale the service with your OT 
infrastructure.

NOZOMI NETWORKS TECHNOLOGY,  
FLEXIBLE IMPLEMENTATION OPTIONS

DOME was designed to work with any kind of OT 
system you may have. It is based on technology 
by Nozomi Networks, the world leader in OT 
cybersecurity for critical infrastructure.

The specific implementation depends on the agreed 
monitoring level:

• At the Base level, commissioning is as 
simple as installing a virtual appliance with 
security monitoring capabilities in your virtual 
environment.

• The Extended level adds a separate application 
that provides detailed information about servers 
and workstatetion.

• At the Advanced level, additional hardware 
devices are deployed at key points to provide 
you with visibility into subnetworks.

NETCON DOME BENEFITS

• Improved OT security
• Reinforced reliability
• Streamlined asset management
• Based on leading OT cybersecurity technology
• Designed to work with any OT network
• Nonintrusive vulnerability scanning 
• 24/7 service with skilled resources 
• ISO 27001–audited company
• Service produced within EU


