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Greetings from the CEO

Netcontrol is a company focused

on solutions and managed :
services for the automation and (v 4
cybersecurity of energy networks. |Jj
With the acquisition of Voltyx ”
AB in June 2024, we now provide

engineering services for electricity networks as
well.* Our customers include the owners and
operators of electricity distribution networks,
power plants and other energy production facilities,
energy-intensive industrial plants and rail network
systems. Netcontrol enables them to supervise,
monitor and control this critical infrastructure
safely, efficiently and economically. Our home
markets include the Nordic and Baltic countries as
well as the UK, but we also deliver products and
implement projects elsewhere in the world.

The energy system is undergoing fundamental
transitions. The increase in volatile renewable
energy is changing the system dynamics and thus
underlining the need for secure control. Energy

is also being produced and consumed in a more
decentralized manner, which makes its flow more
complex than before. The rapid and far-reaching
digitalization of energy systems is facilitating
visibility and online control of the system assets but
also emphasizing the importance of cybersecurity.’

Today’s societies depend on an uninterrupted
electricity supply. Households, industries, traffic,
logistics, commerce, healthcare and education as
well as numerous other sectors of the economy

are counting on energy being available when they
need it. The increased use of clean electricity in
general and the re-electrification of several existing
processes in particular — for example, in industry,
traffic and heating — are key contributors to
achieving a carbon-neutral future.

Our technology, services and expertise help
customers manage and optimize the energy system

* Where noted, the data in this report excludes Voltyx.

under all circumstances. In the case of a fault

or a security incident, our remote-monitoring
and control solutions allow the anomality to be
detected, located and isolated, making sure that
the energy supply will be promptly restored.

We feel that we have a significant role to play in
securing the control of energy systems. Therefore,
we have made the information security of, and
the risk management for, the systems controlling
electricity distribution a top priority. Our aim

is to be the most trusted partner when it comes
to the cybersecurity of operational technology
(OT) networks. We have implemented the

ISO 27001:2022 standard for information security
management and continue strengthening our
resources and processes in this area.

We also strive to be a carbon-neutral company,
on the group level, by 2035. Our interim target
is to push Netcontrol’s net CO, emissions below
125 tons by 2030.

One of our challenges is to find the best talent and,
especially, to increase the share of women among
our employees. We consider gender equality in all

our recruiting.

This sustainability report discusses our commit-
ment to improving society and the environment,

to developing our operations and to meeting

the expectations of our customers, the authorities,
financiers and current and potential employees. The
main goal is to review changes in key performance
indicators (KPls) by reference to our current targets.

The report looks at sustainability from three
different perspectives: (1) the resilience of the
electricity distribution system, (2) the environment
and (3) social responsibility and governance.

Sami Kurunsaari
CEO, Netcontrol Group



Resilience of the electricity
distribution system

Depending on the nature of their business,

companies have different opportunities for
contributing to sustainable development. One of
Netcontrol’s key contributions is its work toward
the secure supply of electricity. Such a supply is
characterized by information security and reliability
under all circumstances. A resilient system of
electricity distribution can withstand sophisticated
cyberattacks even by state-sponsored institutions
and can quickly recover from a fault or disturbance.

Netcontrol’s automation solutions help the
operators of electricity networks:

e Safely run their networks close to technical
capacity, avoiding overinvestments and the
excess cost for society

e Manage faults in their networks as efficiently as
possible

e Beresilient in the presence of cyberattacks

e Manage the complexity that arises with the
increase in embedded renewable generation and
the switch to an e-mobile society.

2.1 COMMITMENT TO CUSTOMER SERVICE
AND CYBERSECURITY

Besides the maintenance of a secure electricity
supply, our business philosophy has excellent
customer service at its core. Customer support
and system maintenance have long been our

key activities. We help our customers keep their
systems up and running. Over the decades, they
have learned that if something unwanted happens,
our reaction will always be prompt.

2.1.1 Cybersecurity

Today, information security is a central aspect

of system maintenance. To ensure the quality of
our activities in this realm, we have implemented
an 1SO 27001:2022—certified information security
management system. We regularly offer our
personnel advanced training in information security,
our goal being that 100% of employees will go
through the training every two years. Figure 1
shows, for each of the years 2019-2024, the share
of personnel who received the training during
that or the previous year. While 2022 and 2023
represented a clear dip, the 89% share for 2024 is
much closer to our performance before. Reaching
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Figure 1 Share of personnel (%) who have received
information security training (Voltyx excluded)
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Figure 2 VALVOT system service description

the 100% target, however, requires that we
continue to improve the processes related to our
personnel training. We have recently introduced
supplemental cybersecurity microtraining to keep
our personnel alert.

2.1.2 Managed services

The control center SCADA system is an essential
part of network automation. It provides the network
operator with real-time data and enables them to
monitor and remotely control the equipment in their

network.

The VALVOT full SCADA service (figure 2) is our
managed service for SCADA customers. It enables
them to buy SCADA as a service, relieving them of
the need to worry about system maintenance and
availability. As a modular service, VALVOT can be
tailored to each customer’s requirements. In total,
VALVOT encompasses constant system monitoring
and customer support that is always available.
Automatic updates ensure system security and
safety. To highlight the reliability and security of our
systems and the quality of our customer service, we
have bundled VALVOT with a 5-5-5 service promise
(figure 3): our support team will respond within

5 minutes, and critical issues will be solved within

5 hours — or the customer receives a 5% discount
on the service fee. So far, we have kept the promise.

With DOME, Netcontrol has expanded its managed

@D

Fixed
service fee

Typical agreement
3-7 years

services into the realm of cybersecurity operations
centers (CSOCs) for operational technology (OT)
in general. This includes both SCADA systems
and other forms of industrial automation. DOME
gives the customer better visibility into their

OT cybersecurity while integrating with their
existing IT-based incident-response processes.
DOME monitors the OT environment, detects any
cybersecurity deviations and responds to them
according to the customer’s specific SLA with
Netcontrol. The service also includes monthly
reports and meetings to help the customer with

cybersecurity monitoring and management.

For customers who rely on our remote terminal
units (RTUs) for the safety and control of

their electrical networks, we provide not only
immunity to harsh electrical environments

but also cybersecurity that matches up to

today’s requirements. We comply to industrial
cybersecurity standards, including IEC 62351
(Cyber Security — Power Systems), and our support
tools, such as Netcon Application Manager

(NAM) for remote maintenance, enable customers

5min|5h|5%

Our support response time is 5 min, we solve your critical issues in 5 h,
or you get 5% discount

Figure 3 VALVOT service promise



to maintain the cybersecurity of our products

throughout their life cycle.

Our ONE service, however, goes further and

offers customers centralized RTU management for
a fixed fee. It entails timely cybersecurity patches,
other software updates, automated configuration
and backups, regular version control as well as
customer support, unit replacements and life cycle
support.

2.2 QUALITY MANAGEMENT

To ensure a reliable electricity supply, our products
and services must be of superior quality. One
guarantor of this is our ISO 9001:2015—certified
quality management system. Within that system,
the following are the most important measures for
the quality of our processes, products and services:

e Constant improvement of processes

e Active product development

e Quality requirements for, and audits of, our
suppliers

e Close cooperation with our customers

e Promotion of quality thinking among our

personnel

Quality also includes the safety of our products

to people and the ability of the products to
withstand the harsh environments in which they
are installed. We conduct extensive tests of our
products both in-house and in external accredited
laboratories. We follow all the safety standards that
our customers require.

2.3 TARGETS AND KEY PERFORMANCE
INDICATORS

Our main targets related to the security of
electricity distribution systems are an excellent
level of information security and overall system
reliability that is as high as possible. To ensure the
attainment and maintenance of these targets, we
focus on high-end technology, skilled personnel
and the VALVOT 5-5-5 service promise. The key
performance indicators that we monitor to ensure

our quality performance are shown in table 1.

Table 1 Key performance indicators related to resilience of electricity distribution system

Indicator 2019 2021 2022 2023 2024 Target
Information security training (% of staff)’ 94 92 73 62 89 100
Average time of fixing a critical failure in VALVOT (h)? - - 2.19 0.64 0.35 5.0
Reliability / system uptime in VALVOT (%)? - - 99.999 99.999 100 99.98

Notes: (1) Voltyx excluded. (2) Monitoring began in 2022..



Environmental performance

Our solutions are playing a vital role in the
transition toward a CO.-free society. They make it
possible to integrate renewable energy sources into
the electricity network in a safe and controlled way.
Our systems can identify and mitigate excessive
reactive power, energy losses due to other factors
as well as other quality issues in power networks.
The result is a more reliable electricity supply —
which is crucial to a modern, e-mobile society.

Our solutions also enable customers to control
their equipment remotely. This reduces on-site
visits and cuts down on carbon emissions during
the use phase.

We consider sustainability in all our actions, aiming
to minimize our environmental impact and to make
the most of the resources we use. Currently we do
this:

e By following the latest regulations

e By communicating actively about our
environmental policy

e By constantly improving our recycling and reuse
of materials

e By decreasing our carbon footprint and other
negative environmental impacts

3.1 SUSTAINABLE PRODUCTS

3.1.1 Vendor-independence

Our standards-based products are compatible with
a wide range of devices by other manufacturers.
This reduces the need for customers to replace
functional components simply to upgrade their
automation systems.

3.1.2 Maintainability

Our products have been designed to be modular
and maintainable to ensure a long life cycle.
Currently the service life of our substation and

network automation components is about

20 years. The modularity of our products

makes it possible to replace only those parts that
fail, instead of the whole product. For upgrades
and enhancements in our products, we follow

a policy of backward compatibility. This enables
our customers to maximize the life cycle of their
equipment, benefiting both their finances and
the environment.

3.1.3 Conservation of materials

We are constantly developing our products to
reduce their size and weight. Not only does this
conserve the materials used at the manufacturing
stage: it also reduces emissions caused by

transportation.




3.2 ENVIRONMENTAL MANAGEMENT SYSTEM

An 1SO 14001:2015—certified management system
helps us monitor our environmental performance
and identify the main factors in our impact on the
planet. Today, climate change constitutes the main
environmental concern globally. Netcontrol’s goal
is to reach carbon neutrality, on the group level,
by 2035.

Based on estimates for the various aspects of

our operations, we have calculated the total
carbon dioxide (CO.) emissions of Netcontrol
Group. The yearly data in figure 4 shows that we
have been able to decrease this total by more than
50% between the years 2019 and 2024. Although
2023 represented a slight bump in the overall

fall, the year 2024 again shows a slight decrease,
thus pointing in the right direction.

One of the main factors in our total CO.

emissions and environmental impact in general

are the materials and subassemblies used in
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Figure 4 CO: emissions (tons) of Netcontrol Group in
2019-2024

the manufacturing of our hardware products.
This impact could never be fully eliminated,
especially as we expect our product volumes to
increase. The net CO. emissions due to materials
and subassemblies have nevertheless dropped by
about 52% from 2019 to 2024 (figure 5).

Our offices, of course, are not without their
impact, which is largely due to their consumption
of electricity. At the start of 2024, our Helsinki
headquarters moved into new, modern premises
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Figure 5 CO: emissions (tons) of materials
& subassemblies of end products in 2019-2024

in the Takomo Base building. Our floor space

was reduced by roughly one half, which alone
entails savings in the energy used for heating, air
conditioning and lighting. The more up to date
technology in the new building can be expected to
have further increased the savings. Unfortunately,
we cannot provide exact data since our new
premises do not yet have power metering in all
their parts.

The data for electricity consumption in figure 6
therefore assumes, conservatively, that our Helsinki
office consumed the same amount of power in
2024 as it did the previous year. This is likely to
have skewed the Group total upward, especially

as Helsinki is by far our largest office. The 2.2%
total decrease for 2024 is, therefore, not very
informative. We can hopefully report a better-
documented drop in the future once we have had
comprehensive metering installed at Helsinki.
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Figure 6 Electricity consumption (MWh) of Netcontrol
Group in 2019-2024
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Besides reducing our overall electricity

consumption, we aim to increase the share that
comes from renewable sources. Renewables are
already responsible for most of the electricity used
by our offices, although Manchester, at roughly
45%, trails the other offices somewhat.

The figures for total CO2 emissions include rough
estimates for commuting and business trips.

The commute data, even for the previous years,
has now been updated on the basis of employee
surveys just carried out. Note also that for several
years now, we have preferred electric vehicles
when leasing new company cars.

Besides making our own operations more
environmentally sustainable, we want to spread

the word outside the company. We strive for

active and engaging communications on our
environmental efforts and policies. One important
goal is to make environmental considerations more
central in our cooperation with stakeholders in

the supply chain. We aim to increase supplier audits

Table 2 Key performance indicators related to environmental sustainability

gathering information on environmental impacts
such as product-specific emissions and the share
of recycled materials used in production. We prefer
suppliers with environmental management systems.

3.3 TARGETS AND KEY PERFORMANCE
INDICATORS

Our main targets related to environmental
sustainability are:

e To increase the share of renewable energy in our
electricity consumption
e To increase the recycling of plastic at our offices

We are also moving toward considering, and setting
reduction targets for, the CO. emissions caused

by the shipping of our products and by their power
consumption during their life cycle.

The key performance indicators related to
environmental sustainability appear in table 2.

Indicator 2019 2020 2021 2022 2023 2024 Target

Annual change in electricity consumption

(% compared to previous year) +7 -32 +5 +1.27 -5 -2.2 -3

Recycling % of own waste 90 90 90 90 95 95

Group level CO. emissions (tons) 507 269 249 228 253 241 0

; W



Social responsibility and

governance

Besides the social benefits of our work toward

a resilient electricity supply and a carbon-free
future, we consider the human aspect of our
operations more directly. Let us, however, first look
briefly at the principles, systems and documents
that govern our operations in general.

4.1 GOVERNANCE

We follow policies to ensure that our business is
ethical and transparent. These policies are expres-
sed in our Code of conduct,? which is reviewed
and approved yearly by the Group management
team and communicated to personnel as part of
internal training.

The Code of conduct is supported by our
1SO 9001, ISO 14001 and ISO 27001 certified
management systems for quality, the environment

and information security, as mentioned above.

10

Additionally, our UK management system for
occupational health and safety is ISO 45001:2018
certified.

We have also instituted a whistleblowing policy
and an online portal for the anonymous reporting of
irregularities.

4.2 HUMAN RIGHTS

We have zero tolerance for any form of modern
slavery, such as child labor and human trafficking,
both within the company and in the supply

chain. We stand for equal opportunity and
nondiscrimination, and we value the freedom

of association.

An ever more important human right in modern
digitalized societies is the privacy of our personal

data, recently emphasized by EU’s GDPR directive.




1

Table 3 Key performance indicators related to social responsibility

Indicator 2019 2020 2021 2022 2023 2024 Target
Sick leave (% of total working days)' 1.3 1.5 1.4 2.6 2.0 1.6 1.0
Number of work incidents’ 0 0 0 0 0 0 0
Employee turnover (% average of employees)? 5 2.5 2.5 6 11 14.7 8
% of women overall 15 15 15 15 14 11.3 30
% of women in leadership 21 21 21 21 18 9.1 40
Number of reported privacy incidents® - - - 1 2 0 All
Privacy training (% of staff)? - - - 89 65 920 100
Notes: (1) Voltyx excluded. (2) Entire year included for Voltyx. (3) Monitoring began in 2022. Voltyx excluded.
We at Netcontrol must, obviously, process the 20
personal data of both our own employees and 80
that of the contact people of our stakeholders. 70
To ensure that this data is handled responsibly, we gg .

. Hired women
expect every Netcontrol employee to participate 40
in privacy training every two years. Table 3 shows, 30 Hired men
for each year, the percentage of personnel who ig L - Total women
have undergone the training during that year or 0 B Total men

2020 2021 2022 2023 2024

the previous one. While 2023 showed a dip in this
percentage, the figure for 2024 has risen to 90%.

4.3 EMPLOYEE WELLBEING

Employees are our main asset. We seek to

attract and retain top talent by assigning
meaningful and engaging work tasks, embracing
diversity and encouraging everyone to reach

their full career potential. Policies such as flexible
working hours contribute to a work-life balance
among our personnel. We encourage participation
in training courses and other forms of professional
development. What is more, our new bonus
system rewards employees for good performance
in a more direct way than did the previous seniority-
based one.

Having long remained at 14%-15%, the share of
women among all our employees in 2024 is 11%
(table 3). In our leadership positions, women
comprise a 9% share. The 30% and 40% targets
given in table 3, therefore, call for continued

awareness on our part.

Of course, the gender gap is not specific to
Netcontrol. “In 2021, less than five per cent
of electro engineering workers were women”

Figure 7 Number of women and men among all
employees and among new hires in 2020-2024

according to CEDEFOP, an EU agency,® and another
EU body estimates women making up about 17% of
ICT specialists today.*

Considering this issue whenever we recruit new
talent, we allow a reasonable degree of preferential
treatment as a means of increasing equality. We
also take the promotion of diversity into account

in our decision-making. Through social media and
other channels, we want to tell potential employees
about our contributions to environmental and social
sustainability. Thus we can gain recognition in the
tech student communities — where the share of
women is rising.®

The average age of our permanent employees
during recent years shows a slight decrease, from
47 years in 2022 to 45 years in 2024. The age
distribution of all our employees in 2024 is seen
in Figure 8. Although the youngest group may
still be slightly underrepresented, like the oldest
one, our personnel seem to reflect the working-
age population reasonably well. As before, we
value experience, and we also want to give a new

generation of talent the chance to grow.

W
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Figure 8 Age distribution at Netcontrol in 2024

Our employee turnover rate for 2024 is 14.7%
(the entire year being included for Voltyx). This
rate exceeds our 8% target but, considering our

operational environment, it is still in line with
the long-term expectations.

We carry out surveys of employee satisfaction twice
a year — a main survey in December and a follow-up
in June — and we continue to address the concerns
raised in these surveys. We have previously
introduced monthly, group-wide info calls by

the CEO and trained our managers on feedback.
We have also clarified our processes, adopted

more transparent principles for compensation and
most recently, in January 2024, updated the work
environment at our Helsinki office by moving to
new, modern premises.

The main, December surveys of 2023 and 2024
(excluding Voltyx) show a dramatic improvement

in employee net promoter score (eNPS): from -2 to
+43. The outstanding 2024 result dovetails with the
fact that our personnel give, on average, an almost
80/100 score to those factors that they deem

the most meaningful. Notable among these are
professional colleagues, job security, ability to make
decisions independently and fair and competent

immediate supervisor.

+

In addition to occupational health care, we provide
optional health insurance for our employees.

We have committees on work safety and are glad
to report that no work accidents have occurred

at Netcontrol in recent years.

4.4 TARGETS AND KEY PERFORMANCE
INDICATORS

Our main targets in the realm of social
responsibility, shown in table 3, include:

e Keeping sick leave levels low

e Maintaining an accident-free record

e Increasing the share of women overall
and especially in leadership positions



5 Conclusions

——> Netcontrol’s work for a resilient electricity

13

supply continued strong in 2024. We have so far
not broken our VALVOT 5-5-5 service promise.

Our activity in the supporting field of cybersecurity
is robust. Staff participation in cybersecurity
training has recovered, and additional electronic
microtraining will help maintain cybersecurity
awareness in the future.

Main KPlIs in the environmental realm point in

the right direction, although we still have a long
way to go to reach the net zero CO, target. There
is also room for improvement in the monitoring of
our electricity consumption and in the transition to
renewable sources.

————> Personnel satisfaction, especially the eNPS
measure, shows a notable improvement after

the 2023 dip. The improvements we have made

in internal communications, management and

other processes seem to have borne fruit. A flat
organization structure combined with a cooperative
culture has long been our strong suit, as have
policies contributing to a healthy work-life balance.
In the future, we want to take a more active role in
promoting diversity and gender equality.



References

14

Eurelectric 2025. Cybersecurity in the power sector. Available at: https://www.eurelectric.org/in-detail/
cybersecurity-in-the-power-sector/

Netcontrol 2023. Code of Conduct. Available at: https://www.netcontrol.com/wp-content/uploads/2023/07/
Q10468-MA-EN-4_Netcontrol-Code-of-Conduct.pdf

CEDEFOP 2023. Electroengineering workers: skills opportunities and challenges (2023 update). Available

at: https://www.cedefop.europa.eu/en/data-insights/electroengineering-workers-skills-opportunities-and-
challenges-2023-update

European Institute for Gender Equality 2025. Work-life balance in the ICT sector. Available at: https://eige.europa.

eu/publications-resources/toolkits-guides/work-life-balance/women-in-ict?language_content_entity=en

Teknologiateollisuus 2023. Naiset kiipeavat vuosittain uuteen ennatykseen tekniikan alan koulutukseen hakijoissa.

Available at: https://teknologiateollisuus.fi/naiset-kiipeavat-vuosittain-uuteen-ennatykseen-tekniikan-alan-
koulutukseen-hakijoissa/


https://www.eurelectric.org/in-detail/cybersecurity-in-the-power-sector/
https://www.eurelectric.org/in-detail/cybersecurity-in-the-power-sector/
https://www.netcontrol.com/wp-content/uploads/2023/07/Q10468-MA-EN-4_Netcontrol-Code-of-Conduct.pdf
https://www.netcontrol.com/wp-content/uploads/2023/07/Q10468-MA-EN-4_Netcontrol-Code-of-Conduct.pdf
https://www.cedefop.europa.eu/en/data-insights/electroengineering-workers-skills-opportunities-and-challenges-2023-update
https://www.cedefop.europa.eu/en/data-insights/electroengineering-workers-skills-opportunities-and-challenges-2023-update
https://eige.europa.eu/publications-resources/toolkits-guides/work-life-balance/women-in-ict?language_content_entity=en
https://eige.europa.eu/publications-resources/toolkits-guides/work-life-balance/women-in-ict?language_content_entity=en
https://teknologiateollisuus.fi/naiset-kiipeavat-vuosittain-uuteen-ennatykseen-tekniikan-alan-koulut
https://teknologiateollisuus.fi/naiset-kiipeavat-vuosittain-uuteen-ennatykseen-tekniikan-alan-koulut

	_Hlk199587507
	_Hlk200704043
	_Hlk199588490
	_Hlk200968908
	1	
Greetings from the CEO
	2	Resilience of the electricity distribution system
	2.1 Commitment to customer service and cybersecurity
	2.1.1 Cybersecurity
	2.1.2 Managed services

	2.2 Quality management 
	2.3 Targets and key performance indicators

	3	
Environmental performance
	3.1 Sustainable products
	3.1.1 Vendor-independence
	3.1.2 Maintainability
	3.1.3 Conservation of materials

	3.2 Environmental management system
	3.3 Targets and key performance indicators

	4	Social responsibility and governance
	4.1 Governance
	4.2 Human rights
	4.3 Employee wellbeing
	4.4 Targets and key performance indicators

	5	
Conclusions
	References

