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FEATURES

ONE
Comprehensive central management for your substation automation

Powered by Netcon Application Manager (NAM)

Supports all current Netcontrol RTU models: 
Netcon 100, 200 and 500

Central console for visibility and control

Cybersecurity patches and firmware updates

Smooth updating of software on individual RTUs 
or groups

Automatic backup of SW configurations

Replication of configuration changes

Customer support by Netcontrol�s experts

RTU life cycle support

Option for full RTU SW management as a service,  
with updates, version control and backups
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When you order ONE, we install the NAM virtual 
machine on a server you designate in your network, 
train your personnel in its use and keep it up to 
date.

You will get timely delivery of SW maintenance 
updates, which you can easily send to RTUs and 
install using NAM.

The base price also includes technical support and 
life cycle management for your RTUs.

Optionally, you can let us fully handle the SW 
management of your RTUs, as a service.

Comprehensive central 
management of your RTUs

Managing a large fleet of RTUs can be a challenge, 
especially in today’s security-conscious world. 
ONE takes the hassle out of your hands, ensuring 
that your fleet stays up to date, secure and efficient.
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Netcon Application Manager

CYBERSECURITY BUILT IN

NAM is a web server that runs on an Alma Linux 
virtual machine. This hardened VM comes with 
robust cybersecurity:

•	 Supports HTTPS
•	 Enforces role-based access control

	– User, Operator and Administrator roles
	– Unique user names with passwords

•	 Saves its application and security events 
in Syslog 

•	 Uses encrypted communication with RTUs

TAKING STOCK OF YOUR RTUs

NAM manages a database of your Netcon RTUs and 
lets you view their information:

•	 Hardware versions of RTU cards/modules
•	 Software versions
•	 Parameters for each card/module  

(Netcon 100, 200)
•	 Syslog files from RTUs
•	 Communication statistics based on cyclical 

pinging

ONE is based on Netcontrol�s Netcon Application 
Manager (NAM) system. Installed on a server in 
your RTU network, NAM gives you a single console 
for the management of your Netcon RTUs.
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UPDATING SW ON YOUR RTUS

NAM makes it easy to update the software 
on individual RTUs or groups. NAM performs 
the update in a controlled sequence and lets you 
view the progress.

CONFIGURATION MANAGEMENT

Backing up and restoring configurations

NAM collects backups of SW configurations 
from your RTUs:

•	 WebGUI and related software 
•	 Communication settings on memory card 

(Netcon 100)

For the Netcon 100 & Netcon 200, you can later 
restore the WebGUI backups to individual RTUs 
or groups. 

Virtual WebGUI for offline configuration

NAM provides a “virtual WebGUI” functionality for 
the Netcon 100 & Netcon 200 that lets you import 

a backup collected from a real-world RTU, change 
the configuration in that backup and save the result 
as a new backup. By restoring this to the real-world 
RTU, you can implement the configuration changes.

Copying differences

After making changes to the configuration of 
a Netcon 100 or Netcon 200 RTU, you can copy 
the changes to other RTUs of the same type whose 
configurations are like that of the source RTU 
before the changes. 

DEPLOYMENT OF NEW RTUs

NAM offers an automatic deployment process 
for the Netcon 200. A new RTU installed in the field 
only needs to be given the basic communication 
settings, and it sends a configuration request to 
NAM. The specified configuration file and SW 
installer, if any, will then automatically be sent to 
the RTU. The SW will be updated and the configu
ration imported and activated there.

SYSTEM REQUIREMENTS

The NAM virtual machine needs, at the minimum, 
the following resources:

•	 Two CPU cores
•	 4 GB of RAM
•	 120 GB of HDD space

This depends heavily on the number of RTUs to be 
managed, however.
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ONE service contract

TECHNICAL SUPPORT AND  
LIFE CYCLE MANAGEMENT

In addition to giving you NAM and SW 
updates, ONE eases your RTU management in 
other important ways.

Technical support

Just a phone call away, Netcontrol�s own experts 
will help you with the operation, maintenance, 
troubleshooting and availability of your RTUs.

Life cycle management

Spare parts and replacements will be billed 
according to the current ONE price list.

OPTION: RTU MANAGEMENT AS A SERVICE

ONE does not stop with the above. Your service 
contract can also include the work entailed in 
managing your RTU software and configurations.

This means that our engineer logs into your 
NAM system, initiates the cybersecurity and 
firmware update process for each RTU type or 
group and ensures that it goes smoothly. They 
also check that all your compatible RTUs have 
the same software versions, where applicable, 
and that their configurations are all backed up. 
We will commit to handling this at least once  
a year for you.

Contact us today to learn more about 
transforming your RTU management!


